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Abstract: Thisresearch discusses a system for centralizing data in real-time, using the Internet, from sen-
sors deployed in remote locations used to monitor environmental parameters like temperature, humidity,
light intensity and other physical conditions. Using Oracle XE or 11gR2 database, Oracle APEX, and
other third party open source software for developing the software platform, the solution it is different
from others because it is scalable and not constrained to a specific type of application, giving the end us-
er the advantage for manipulating the monitored data the way it is needed.
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1. INTRODUCTION This paper describes a solution for automated aentr
In production, certain processes must occur undefization of environmental parameters measured filata
proper physical environmental conditions. In order different sensors deployed in locations with spesiai-
achieve a controlled environment, specific envirental ronment requirements, into one software platfornd an
parameters (temperature, humidity, pressure) mest bcentralizing the results in one user interface.
measured or monitored. This is done by deploying se  Other examples of monitoring scenarios: metrology
sors_(thermometers, hygr_ometers, manometers) in th?abs, weather monitoring (gathering weather dake li
location where the production process takes place. wind speed from several weather stations in thiel)fie
A sensor is a device used to detect and measuse IOhygreenhouse control (temperature, humidity and light

'[(EI] prner:)?g;ernf(\) chiigggvzrth;t r:gtro 5:2 dilgt(i:gr?rg]tg intensity), precision agriculture (provides datdaomers
) 9 P in the field about irrigation, pest control, loaation of

sensors should be able to send data automatiaally t . . . . .
animals in the field), machine manufacturing praces

central computer. The result of the monitoring s . " f th ducti s
consists in displaying the measured values acqticed ~ 2utomation (surveillance of the production procesm
remote locations), process control (monitor mosstur

the sensors in reports with tables and graphs. f - il
Sensor manufacturers sell their products with & sof content of wood during the drying process in reak),
ware package for viewing and filtering the monitbre vehicle guidance (remote monitoring of an autonosnou

data. The monitored data is usually stored inshe t System)[3, 7 and 10].

sensor internal memory and sent to a database (MySQ

Microsoft _Acc_ess, Microsoft SQL, FoxPro), or teites$ 2 CONCEPT AND SOLUTION DESIGN

(*.txt) at time intervals. If several sensors frafifferent

manufacturers are deployed in the location wheee th  The computer was designed to do the work for us. By
production process takes place, then in orderdw the  using a programming language (C++, Java, PL/SQL) we
measured values, the end user will access theudatg  tell the computer what we want it to do.

the specific software, for the specific sensor frtm
specific manufacturer. Beside, even if all the nfacu , ,
tures’ sensor software export data in text filé data 21 Monitored location , _

from the files will have a customized format, acting An example of production process that requires a
to the manufacturer, meaning that it will take & d6 controlled environment is a greenhouse for musheom
time to centralize data from these files into oiteWith ~ culture (Figs. 1 and 2).

a g|oba| format even if all the sensors measures#me To ensure optimal conditions for mushroom cultiva-
type of physical phenomena. tion it is necessary to monitor the temperaturenidity,
light intensity and air flow. These parameters imeas-
ured using sensors (thermometers, hygrometergmigh

" Corresponding author: Splaiul Indepeng@313, sector 6,

060042, Bucharest, Romania ters, air flow meters) positioned inside the greerse
Tel.: 0040744923533; according to the cultivation technology.

Fax: 0040214029420 _ The greenhouse atmosphere is maintained by an air
E-mail addressesafnicolescu@yahoo.com (A. Nicolescu), e . . . .
catamateias@gmail.com (C. Mateia), conditioning installation that adjusts the air flaacord-

dorin1944@gmeail.com (A. Dorin) ing with the data provided by the sensors.
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The sensors send the meas}
ured parameters values to the
remote location storing com
puter.

The data received from sensdrs
is stored by the manufacturer{s
software in databases or files
the Storing Computer hard
drive.

Fig. 1. Virtual prototype of mushroom cultivation produwsti Interface

process.
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Fig. 2. Virtual prototype of mushroom cultivation greenkeu

2.2. Monitoring and processing of data

A sensor, in general is a battery-powered devicg de

loyed in a location that require monitoring of eémt

environmental parameters (like water levelespure,
movement). The main architecture of a sensor ctnsfs

a sensing unit, a processing unit, a transceivirama a

power unit. The basic tasks performed by a sensar a

sensing activity (measuring physical phenomena-co

munication (sending data to base) and data progessi

(mathematical algorithms applied over measured)data Internet

[13 and 14].

The concept of the software platform for online
processing of data from sensors used to monitoi- env
ronmental parameters is described in Fig. 3 [53,69,
and 11]:

e Sensor- any type of sensor that can be connected to
a computer by special interface adapter, wireless,
Bluetooth or other connection type.

« Data Storing Computer a desktop computer where
the values of the measured parameters received fron
sensors deployed in the field are stored locallye T
computer must have access to internet. It is nab-an
dustrial computer.

» Application Server- the computer that processes the
monitored data. It receives data in real-time fribwe

The operating system is
Windows or Linux
according to the
requirements of the
manufacturer softwar

-11) A software application
~.sends the data from the

iStoring Computer to the
:Application Server.

2) A software application
receives the data from the

remote location acquisition
computer and stores it in a
relational database.

3) A software application
generates reports and graph
using the measured values
from the database.

4) Generate alarms and notif
cations if certain threshold
parameters are exceeded.

2]

Application Server

The operating system is
Linux Fedora Core, the dat
base is Oracle XE and the
web developing application
is Oracle Apex.

The user will be able to
access the data by connecti
to the Application Server we

[ =]
«

page.

/

User Computer

The operating system
can be Windows, Linux,
MacOS, UNIX.

storing PC. Also it hosts the web user interfacéctvh  Fig. 3. Concept solution. The dashed callouts indicatetig-

allows users to view the data.

nal contribution of this research.
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User Computer any computer that has access to the(structured query language). An advantage of dioeial
internet and an internet browser. Can be desktop PQatabase is that it is extensible (new tables eaadaed
notebook, tablet PC. and linked with the existing tables).

The sensors send the values of the monitored envi- A simple example of holding data about producta in
ronmental parameters to a computer for storing.ddta  relational database:

storing computer is also located in the same lonatis °

the sensors.

The operating system of the storing PC from the

remote location can be Windows or Linux accordiag t
the software of the manufacturer. Some sensor raanuf

The first approach is using one table (Fig. 4). The
table named “PROD_1ST” has three columns:
“P_ID", “P_NAME” and “P_SN”. The column
“P_ID" is used for identifying each record. The val
ues from this column are unique and usually are gen

turers provide software for both Windows and Linux
platforms.

This research implies the developing of a software
application that sends the monitored data fromstioe- .
ing PC to a server through internet.

Another point of this research is the developing of
software application that inserts the received daien
the remote location into a relational database.

The database is Oracle XE or in case of indugisgel
a licensed Oracle 11gR2 is recommended.

The last step of this research consists in theldpve
ing of an application for reporting results ovee ftihter-
net. The software application will be designed with
Oracle APEX and will generate web pages with tables
and graphs with values from the database.

Oracle APEX (Application Express) is freeware and
can easily integrate code like PL/SQL, JavaScKML,

Css.

PL/SQL [15] (Procedural Language/Structured Queryfro
Language) is Oracle Corporation's procedural eit@ns
language for SQL and it is used to manipulate ¢s¢a

erated automatically. The column “P_NAME”" stores
the product name while the column “P_SN" stores the
product serial number.
The second approach consists in inserting the ptodu
name in a table “PROD_2ND” and inserting the
product serial number in another table “SN_2ND”
(Fig. 5). The table “PROD_2ND” has two columns:
“P_ID" and “P_NAME". The record identifier is kept
by the “P_ID" column and the product nhame by the
“P_NAME" column. The second table “SN_2ND”
has three columns: “S ID", “S P _ID" and
“S_SERIAL". The column “S_ID" holds the record
identifier, the column “S_SERIAL” holds the serial
numbers and “S_P_ID" holds the product identifica-
tion number from column “P_ID” from the product
table “PROD_1ST”", meaning that there is a relation
between table “PROD_2ND” and table “SN_2ND”.
If using the first approach (Fig. 4), than eacbord
m the table will be one product. As it can bersén
table “PROD_1ST" there are 2 printers, 3 CPUs and 1
: ) hard disk. If using the second approach (Fig. figteiad
lect, insert, upd_ate, _delete) from t?‘b'es and wpiece- adding the prgduct “CPU” thEeE)e times( tf?eﬁﬁseli wi
dures and fgnc_tmns in Oracle r_elatlonal database. only add the three serial numbers in table “SN_2NB"
JavaScript is a programming language used t0 dyy practical application, the product table “PRODLZN

namically manipulate items in a web page in reakti will have many columns for manufacturer name, poodu
XML (eXtensible Mark-up Language) is used for da-

ta transfer. PROD_1S |

CSS (Cascading Style Sheets) defines how to display PID |P NAME [P SN
the web page elements. 1 | Printer | 56879

By developing a web user interface, the data can be 2 | Printer | 1236
accessed using an internet browser (Internet Esplor 3 | CPU | 9236
Mozilla Firefox, Google Chrome, Apple Safari...) from ‘5‘ |gg3 |j;ggg
any operating system Linux, Mac, Windows and from 6 {Hard Disk ||4139
any location with internet access (work office, tem

public places like a coffee shop using wireless).

Also the application must generate alarms, notifica
tions, email and phone messages (SMS Short Message
Service) if certain threshold environmental pararet

Fig. 4. Relational database 1st approach.

PROD_2ND

are exceedgd. o _ _ PID [P NAME
The original contributions of this research are-hig 1 | Printer
hlighted in Fig. 2 by dashed callouts and consisthie ) 2 | CPU
developing of the management platform for the moni- Relatior 3 | Hard Disk
tored data manipulation using freeware and opemncsou
software. By taking advantage of the data thatui®-a SN_2ND
matically inserted in the database, also other ajjsica- S_ID |S P ID |S_SERIAL
tion that make use of environmental parametersegalu | 1 |1 | 56879
can be developed. 2 |1 | 1236
A relational database is a database in which #te d i I g I%ge
is stored in tgbles (predefmed as categories) _ﬂnat 5 |2 | 48996
linked by relations. The relational database wagnited 6 | 2 | 413¢

by Edgar. F. Codd at IBM in 1970. The programming

language for interacting with a relational databiaseQL Fig. 5. Relational databasé®approach.
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model, technical specifications, product image atit
ers. By allowing the user to add only serial nershto
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existing products, will reduce human error and iovwer

Remote location where the monitoring takes p}lace

production since the user will have to add only shaal
number and not all the product details.

3. SYSTEM HARDWARE INFRASTRACTURE

3.1. Client location
The sensors deployed in the location, are connected
to a PC (data storing computer) by: custom hardware
devices (computer acquisition boards), local aret n
work LAN if the sensors have RJ45 (IP sensor), leg®
area network WLAN, Bluetooth.
For security reasons the storing PC from the sensor:
location is not connected directly to the Interriestead
it access the Internet through a Router by VPN t(dir
Private Network).

Sensor

Sensor /'

Data storing
computer

Other client comput:

The sensors, record the monitoring values in the in

ternal memory and at specific time intervals (sampl
time) the data is send to the storing PC.

The central computer
sends the data in real-tim
to the Application Serve

3.2. Service provider headquarters

Service provider headquart{ars

The application server is connected to the irteby
a router with firewall. The data received from asgion
computer from the location will be stored in a tielaal
database.

The data will be available to the customers usiegp w
pages, displaying the data in several formats:etbl
graphs, and downloadable files like pdf, text, asd.

The service provider must ensure data security and
privacy. Each customer must be able to see onlg#te
provided by the sensors deployed in the locatibasthe
customer owns.

3.3. Customer headquarters
Nowadays having access to Internet and a computer

,L

A

Router+Firewall

—

Application Server

network is a need like the heating and electricalgr
installation. If the customer has Access Pointstha
computer network he can also browse the monitoatd d
from tablet PCs and other mobile devices.

In order to access the monitoring
data, the customer will have to
browse the monitoring application
interface from the Application Sen

Since the client interface consists of web pagesnse
that it is platform independent. In other words ths-

Customer headquartefs

tomer will be able to access the data from Wind&s
Apple Mac, Linux, UNIX.

The client-server network infrastructure is desedib
in Fig. 6:
Other client computer any other computer that has
access to the internet in the remote location.
Router— a device that transfers data between a com-
puter network and a sub-network from one IP address
class to another IP address class. Usually it méies
connection between the public network (Internetj an
private network (home, enterprise). The common rou-
ter has a RJ45 connector named WAN (wide area
network) for the Internet cable and several oth&4®R
connectors named LAN1, LAN2, LAN3, ... (local
area network) for private network computers.
VPN - virtual private network. It is a private network

over a public network. It provides a secure channe

Router+Firewa

-

Workstation

Access Point

"
Customer Server Mobile Devices

between a local computer and another computer in a
remote location. In this research, VPN presica

Fig. 6. Client-server network infrastructure.
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secure connection between the Application Server
and the Acquisition computer. VPN uses security fea
tures like encryption, authorization and tunnels. _
- Workstation— a computer used for office work like |Pata storing computgr

CAD design, simulations, programming, Ovslefjlting systent:
+ Firewall - a barrier designed to prevent unauthorized J‘ :Mg(];(%vs
or unwanted communications between computer net- o -Linux

works [19]. o - U

» Customer Server any type of server owned by the %}»
customer. Can be Web Server, Mail Server, File
Server.

» Access Point a device that allows wireless devices A /\
(smart phones, wireless computers or printers) to v \/

connect to a wired network. The access point has on | [Sensor Manufactur
RJ45 connector named LAN used for connection with | |Database: <—— |Local

a router. If the router has DHCP and DNS enabled, | [-Microsoft Access | oppc  [Application
then the Access Point will allow the router to peev LalETEEsi =0l ——» |Database:

. . . . -MySQL -
Internet connection for wireless devices. Also will ySQ ORACLE XE
-FoxPrc¢ (l)

allow file sharing between the computers in thesdir v

network and wireless devices. / \/
A
Read file

« DNS - Domain Name System. The DNS converts Sensor Manu
Internet domain and host names to IP addresses. It| |facturermea-
converts the site address typed in the browsereaddr sured values
bar to the IP address of the web server hostingithe file
[20].
* DHCP - Dynamic Host Configuration Protocol. It 2

allows a computer to join an IP-based network with- |APPlication Servef
out having a pre-configured IP address.

4. SYSTEM SOFTWARE ARHITECTURE

Description of the system software architecture in Database:
Fig. 7 [1 and 2] -ORACLE XE
(1) The ORACLE XE database grabs the monitoring ?(r)RACLE e
data from a file or database (Microsoft Access, rvBoft Operating system: gR4
SQL, MySQL). For reading the data from the filevitl Linux Fedora Cord & <

use a PL/SQL procedure. The connection with other
databases will be established by using ODBC (Open
Database Connectivity).

(2) The data is transmitted in real-time to the User Interface(web pages):
ORACLE XE or ORACLE 11gR2 database on the -ORACLE APEX
Application Server.

(3) The user browses the web page from the 1
Application Server.

(4) The web user interface developed with ORACLE
APEX queries the database for the measured values. (6) ®) User comput

(5) The web user interface generates reports and
graphs.

(6) The end user views the results in his web beows

(4)

~

A

4.1. Remote location data acquisition computer Web browsers:

Usually the manufacturers monitoring software estor -Internet Explorer
the data on the acquisition PC hard drive into luzgas 'g'oz'”a Firefox
(Microsoft Access, Microsoft SQL, MySQL, FoxPro) or :Gggg’lle Chrome .
standalone files (*.txt). To be able to grab thenitaying i : Operating systent:

Apple Safari i e

records from the manufacturers database or stamelalo Macos
files and send it to the server, this research asiggthe :Ligﬁx

deployment of an ORACLE XE database on the acquisi-
tion computer. The ORACLE XE database can be in-
stalled on Windows or Linux and will allow to creat

programs with PL/SQL in order to read the fildsich Fig. 7. System software architecture.
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contain the monitoring records or accessing otleda-d
bases through ODBC (Open Database Connectivity).

The PL/SQL procedures will collect the data from
files or other databases and store it inside Vitalaes in
the XE database. Then another PL/SQL procedure will
send the data to the server in real-time. In cdsson-
nectionfailure with the Application Server, the sen
data will remain inside the ORACLE XE database. Whe
the connection is reestablished, all the data dinedast
working connection will be send to the Application
Server.

4.2. The application server

In Fig. 8 it is explained how data is received and
transmitted by the Application Server from the $=gv
Provider Headquarters [4]:

(1) When a user wants to access the monitoring
applications web page he/she will type the Interne
address in the browser address bar. The requdsbevil
answered by a DNS server from the Internet whichh wi
point to the static IP address of the ADSL Roufdre
ADSL Router will transmit the request to the Firdwa
Computer which will forward (2) the request to {his1Z
Computer.

(3) The DMZ Computer will ask the Data Base
Computer (4) for the web page.

(5) The web page is sent by the Data Base Computer
to the DMZ Computer.

(6) The DMZ Computer will forward the answer
though the Firewall to the user computer.

From (7) to (11) it is explained the data flow oesi
the private network.

(7) The File Share Server connects to the Interizet
Firewall Computer.

(8) User computers access data and the Internet by

File Server DHCP and DNS.
(9) Backup date from the Database Computer (the
ORACLE Database which contain data from sensoes, th
Monitoring Application).

(10) Backup date from the File Server.

(11) Backup data from user computer if necessary.

In order to view the measured data, the end uger w
have to access the monitoring application webpeg®a f
the application server. Credentials like usernamd a
password will ensure data privacy and grant acémss
each user only to monitoring records from the senso
that the user owns.

The security schema must allow the configuratibn o
users, groups, and privileges for users. It mussi allow
password strength processing, meaning how manyruppe
characters, lower characters, digits or speciatadters
must the password have. It is able to feature ehargsm
to announce the users to change password onceta.mon

The data must be displayed in reports that wiball
the users to sort data by columns ascendant oedesc
dant. The reports must feature filters in ordedisplay
only certain type of data. For example the usewsia
table with data from a thermometer that recordgptman
ture every two hours. This means 12 temperaturgegal
per day. The user must be able to filter the dataee
only values between two dates, or to see only aeera
values of temperature per day from one month. Acéea
toolbar must exist to facilitate data search bywkayls.
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Untrusted Network1

The Firewall Computer has

Internet

S A

ADSL Route

three network adapters: ong
for the Internet cable from th
ADSL Router, second for the
DMZ Computer and third fo
l the private network.

D

U

The operating
system is Linux.
Firewall software:

(4)

l.A
(1)1

shorewall, iptableg

©)

The operating
system is Linux.
DMZ software:

DNS, ORACLE
HTTP; PROXY,
MAIL

Firewall
Computer

(5) I
Demilitarized
Zone Compute

Data Base Computer ™.,

©

The operating
system is Linux.

Backup software:
-Bacula
-Rsyn(

File Sharing software:
Windows Server with
Active Directory,
DHCP, DNS

or

Linux with SMB, NFS,
NIS, DHCP, DN¢

The operating system i
Linux.

DB software: DNS,
MAIL, ORACLE XE or
11gR2, ORACLE
APEX

¥ File Sharing
K Computer

+(10) 4

®

.
‘e
.
.
.
.
A

User Computer Q

The operating system

can be Windows, Linux,
MacOS, UNIX.

Fig. 8. Application server.
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The graphs must also have filters and real-time up
date where it is necessary.

The web pages, the security schema (users, groups)

and the data manipulation mechanism (reports, sable
graphs) will be developed in ORACLE APEX (Applica-
tion Express).

The application developed in ORACLE APEX will

access the data from the ORACLE XE or 11gR2 data-

base and render reports and graphs.
In an industrial scenario for handling the datanfra
very large number of sensors, it is recommendedisiee

of an ORACLE 11gR2 database. This 11gR2 is not free

but it is designed to handle thousands of recorit a

SQL interrogations with tremendous speed. Besides, .

the service provider will have many customers, -a li
censed database will not seem so expensive.

Once a sensor is deployed and measuring environ-

mental conditions, its position must not be modifie

unless it is done by approved personnel, other thay

measuring data could be altered. For example istre
sor was initially hanged from the ceiling in thentar of
the room, it must not be placed in a corner ofritem

on a wall without the acknowledgment of the service

provider because the temperature and the humidity i

not uniform in the room.

The Application Server is described in Fig. 8:

 ADSL Router- also known as DSL Modem is a
device used to connect a computer or router téea te
phone circuit that has Digital Subscriber Line (DSL
service configured [17].

» Firewall Computer- the first computer between the
Internet and the organization's private networledt-
tures three network adapters (Ethernet cards)fame
Internet to plug the cable from the ADSL Router,
second for DMZ, and third for the private network.

» Demilitarized Zone- DMZ is a physical or logical

subnetwork that contains and exposes an organiza-

tion's external services to a larger untrusted agtw
usually the Internet [18].

month. Differential backup copies every Monday ex-
cept the first Monday because of the full backufy on
the data that has been added or modified sinclashe
full backup. Incremental backup copies only theadat
that has been modified in that day during the ofst
the week from Tuesday to Sunday. As a recovery
procedure, first it must be restored the last halck-

up, then the last differential backup, and thentfz!
incremental backups since the last differentialkbac
up. An open source software that can make fuledif
rential and incremental backups is Bacula. Theeserv
side is deployed on a Linux machine and can make
backups from both Windows and Linux computers.
VNC - Virtual Network Computing is a graphically
desktop sharing to remotely control computers.

File Sharing Computer the computer that share the
organization's files with users. The software galher

is Microsoft Windows Server with Active Directory
to configure the private network to become a domain
and not a workgroup. A domain network will allow
the Network Administrator to change global settings
(unlock user accounts, reset passwords) to several
computers directly from the Server rather than goin
to each computer and change the settings. An open
source alternative to Microsoft Windows Server is a
Linux Server with Server Master Browser (SMB)
configured as a Domain Controller for Windows
Computers and Network File System (NFS) + Net-
work Information System (NIS) which is a Domain
Controller for Linux Computers. A VNC Server (Vir-
tual Network Computing) will allow the users to
work (create, edit documents) directly on the the
server from the office computers. By using VNC the
data will be centralized on the File Server meaning
that the users’ computers do not have to be haelwar
overkill.

. CONCLUSIONS

This paper describes a solution for automated aentr

* Proxy - is an application or another computer that |ization of environmental parameters data from eeis
serves as an intermediate between clients andrserve gcquired from different manufacturers, deployetbira-
Generally it is used to provide company employee In tions with special environment requirements, intsogt-
ternet usage, to block undesired sites, to scamsra \ware platform and centralizing the results in orgeru

mitted content for malware before delivery [16].
e Demilitarized Zone Computetr this computer host

interface.

For collecting data from different types of semssor

the DNS Server so users can access the monitoringhade by different manufacturers this research sigge
application web pages by typing the Internet addres using an ORACLE XE free database, or for industris

in the browser address bar, and the ORACLE HTTPa licensed ORACLE 11gR2 database deployed on an
Server to make the monitoring application web pagesopen source operating system like Linux Fedora @ore

available to user from the Internet.

CentOS. A web base application for data manipufatio

» Data Base Computerthe computer where the moni- can be developed using free software, ORACLE APEX
toring application is deployed. It host the ORACLE together with other third parties open source sarfew

XE or ORACLE 11gR2 database, the ORACLE
APEX and the developed monitoring application.

Since the client user interface consists of webepag

means that it is platform independent. In otherdsahe

+ Backup Computer the computer used in case of customer will be able to access the data from Wirsdo
disaster and recovery of data (a computer thatesopi PC, Apple Mac, Linux, UNIX.

data from other computers at certain time intejvals

The use of open source and freeware software guar-

A backup server that is able to make daily backupsantees that the source code of the software phatfmn
(full backup once a month, differential backup oace be improved, modified and adapted by other program-
week and incremental backup every day). As an exiners beside the original developers. Also facdgathe
ample of backup policy, full backup copies al datadevelopment of other software applications thatlaou
from the target computer on the first Monday of the use the monitoring data [12].
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