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Abstract: Nowadays more and more companies are using active monitoring systems for predictive
maintenance of the manufacturing systems. With Industry 4.0 revolution almost all modern production
systems are able to monitor the production systems and to send data values to monitoring platform. The
main issue appears when using older machines that lack the basic communication capabilities, in this
case sometimes supplementary equipment are needed to connect the required machine. The 10T platforms
represents an alternative to the classical monitoring platforms as usually integrates tools and utilities
needed to facilitate some common actions like sending emails and SMS alerts. This paper presents
research results regarding an 10T ready device for industrial environment capable of connecting
machines and production equipment through the internet to a smart process monitoring platform based
onloT.
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1. INTRODUCTION Regarding industrial monitoring platforms there are
_ several approaches wide used. The simplest meshtd |
Now_adays one .Of the most Important component of dse dedicated SCADA platforms this method is slétab
production facility is the production monitoringstgm. especially for new facilities where the same coiijimt
Starting from classical SCADA systems to more egdlv equipment's are used. The second method implies tha

monitoring platform those systems are responsibta w the monitoring platform is custom made to accomn®da
collecting usage data from machines., displayingnasa all the equipment that are available at a certaie in a
and even with the breakdown prevention. . 0production system. This method has the several
A.S we pas_,sed from - unplanned maintenance tdisadvantages like the price required to integrases
predictive maintenance and latter to preventive - ‘hines and the maintenance difficulties.
maintenance the role of the monitoring systems has With the continuous growth of the IoT concept adhi
grown even more. In this context is essential fothe pproached of using general 10T platforms for maesi
production systems to be included in one integratedy,,iioring arises. Generally, an loT platform igdiss
monitorir_lg platform even the one that lack the fexfl front end or a dashboard to ;;resent and proceskinesc
communication protocols. data, the platform is also capable of handling darg
amount of data and usually came with predefined
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060042 Bucharest. Romania snippets of code which can be used to automate some
Tel.: 0040 21 402 9174; tasks like sending email or GSM alerts thus sirgpld
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Fig. 1. Device integration within the loT monitoring artgdture.
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Most IoT  platforms  support basic w
communications protocols like: HTTP GET or HT
POST and Java Script dataerchange format (JSON)
those are the most common protocols nowa
connecting various devices is simpfmother advantag
of 10T platforms is the ease with which they can
programmed and configured.

As most of the new machines and produc
equipment have at least one of those two protc
implemented it is easy to integrate them in
monitoring platform based on the 10T. The main issu
that we can find often in common production syst
also machines that lack the communication compan

There are two ways of dealing with equipments
do nd have the ability of transmitting data to monitay
platforms the first method implies the use of wess
sensors [1jvhile the second method (F 4) suppose that
the machine will be equipped with a smart devicat
can solve communication issues. lpiaper foctses on
the second approach.

2. STATE OF THE ART

Nowadays there are many loT ready devices or
market but almost all of them are user consumedymts
like smart washing machines or coffee makers. Wi&
development of the Industrial Internet of ThingkT))
more companies like Schneider, Boschxroth or
Echelon try to adapt their product for the I0T fdains

There are several industrial Tloproduct on the
market like flexil (Fig. 2) [2] thatan be configured to
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work with different sensors for different applicats but
they have a limité number of Inputand inputs accept a
single type of signal sofrom this point of view they
have limited connectivity possibilitie

There is also a second categonjindustrial products
available on the markéthat can be used as a gateway
IoT platforms.An loT gateway facilitate the connecti
between various sensors and the internet but isrdo
change sensor data.

Sometimes,a loT gateway is used to facilite
connection to one platforrtFig 3) for sensor of many
types and brands.

There are also several products that use Modbu:
can be connected to loT platforms lilBACnet/IP
Energy meter [6].

Fig. 2. Flexil industrial 10T devic
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Fig. 3. Advantech gateway for Microsoft Azure [3].
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Fig. 4. RS485 network architecture.
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3. PRODUCT DESIGN » Digital /0 uses 24V DC and analog /O use4V

There are several well-known 10T platforms, like DC.
Azure from Microsoft, ThingWorks from PTC, that can 3.1. Hardware
be used for industrial application for this casedsgt For this case study, we propose a modular approach
we've used ThingWorks but the product can be adapte (Fig. 6) consisting of five mandatory and threeiaml
to connect to any platform that uses the same WEBModules.
communication protocols. The main element of the proposed device is the
The main purpose of the designed device is to readnicrocontroller board. The microcontroller board is
functional parameters from a machine and send titeem based on the atmega328 processor (Fig. 5) it oyt
the 10T platform by using an internet connectiosublly 5V DC and require betweer-52V DC.
machines are controlled by a PLC so parameterscack The main microcontroller board characteristics are:
through serial communication using the RS-485 stethd ¢ 14 digital I/O with 6 PWM output;
directly from the PLC [4]. « 6 analog inputs (0-10 V);
To develop a device for the industrial environmente 32kb Flash memory;
several key elements should be considered: « clock speed 16 Mhz.

* All industrial machines use standard 24V CC as The power supply module (Fig. 7) is used to power
control voltage, the power supply requirements arethe device using 24V DC as input voltage and priogd
high as the stability of all microcontroller board 5Vv at 3Amp. The power supply is based on the LM2596
depend on the power supply. chipset and it support a maximum of 40V DC as input

» The serial communication in industrial environment  For wired network access, the device will include a
usually use the RS485 standard as it can connedtAN adapter shield (Fig. 8) with RJ-45 connectiaséd
more than 2 devices for longer distances. on the W5500 chipset. The Wiznet W5500 provides a

* Inindustrial environments, several wired and veissl  network (IP) stack capable of both TCP and UDPait ¢
connections are available mostly devices areaccommodate up to eight simultaneous socket
connected through the RJ-45. connections.

Module type:
I Mandatory
[ Optional

RS3232 . WIFEi / GPRS
RS 485 Microcontroller MNetwork

adaptor board access

Relay board Power Supply

Fig. 5. Microcontroller board. Fig. 6. Proposed device architecture.

Fig. 7. Power module. Fig. 8. Network access module.
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Fig. 9. CAD model of the 10T ready device.

The module includes also an onboard micro-SD card
slot, which will be used to store configurationefil Query message from Master
Usually industrial serial communication protocolee a
different than the one wused by microcontroller Device address  Device address
architecture. The RS485 module includes an adaptor
from the industrial RS485 serial to the most common
TTL serial that can be directly read by the
microcontroller board [4] Eight bit Eight bit
X ) . . Data Bytes Data Bytes
Another main element for the 10T ready device & th Query Data Response Data

relay board. The relay board is used to controligtidal
equipment, it can be used to trigger visual alarms,
emergency stops and motors. Query response from Slave
The relay board can switch high voltage elements it
can be used at 220V / 6A AC it can even be used to
control contactors for devices that are workingt@® Vv

Error Check Error Check

¢

Fig. 10. Modbusquery/response cycle [4].

AC. The relay board can also be used as generdbl/O Table1
the 10T ready device. M odbus start motor request

The Wi-Fi 33 optional module ca be used for Reg. | Reg. | Sate | State | CRC
machines that can't be connected to a wired LANe Th | Add. | Funct. | = = Lo

WIFI can be connected by using SPI serial interface
GPRS module is based on the M10 Quectel chipse&t. Th
M10 is a Quad-band GSM/GPRS modem that works at
frequencies GSM850MHz, GSM900MHz,
DCS1800MHz and PCS1900MHz. It supports TCP/UDP
and HTTP protocols through a GPRS connection.

0t 0€ 2C 0C 0C 01 43CA

Request from the master device are sent to all

connected devices but only the one specified irgthery

address will send a response back.

. : Broadcasted messages can be “read” by any device

microgontalier 0 10 the indusial command cheu | COTNecled (0. the RS48S bus in this way the
microcontroller can see all the parameters thatserd

Its main purpose is to transform the 24V DC to 58.D
. . start/stop command for the motor, speed of theomot
The RS232 optional module is based on the max 23éhe current of the motor etc.) and can sent those

chipset and is used to transform the industrialaker parameters to the loT platform.

signal to TTL serial voltage. Once the functional parameters are published on the
IoT platform they must be interpreted (translatedp

3.2. Software useful information.

One of the main purpose of the microcontrolletois As an example, the following request (Table 1) is
read parameters send via the RS-485 protocol #ials  addressed to the device number 5 an AC inverter, th
values that can be published on the 10T platform. function is 6 (set parameter [5]) and the commad@02

The RS-485 use the Modbus RTU or Modbus ASCllfgjiowed by the value 0001 will issue a start forda
protocols, the Modbus is the main protocol impletedn  action to the motor. The first time when the comechan

on almost all HMIs (Human Machine Interface) and recejved a new thing is created on the loT platfoFime

PLCs (Programmable Logic Controller). ~newly created thing will have a property called gii6
The Modbus uses the query/response cycle — in thgiith the value 0001 [5].

Modbus architecture one or more devices play tleeab

the master device and communicate with the slavieele 3.3. 10T platform setup

by sending query requests (Fig. 10) [4]. The main The loT ready device is designed to work with any
difference between the RTU and the ASCII version isThingWorx loT platform so the initial set-up must
that in ASCII each 8-bit byte in a message is serwo  include the server web address, a security app &ey,
ASCII characters while in the RTU version each 8-bi thing name, and a service that will be further used
byte in a message contains two 4-bit hexadecimatreate or update all the required things for maailo
characters. devices (Fig. 11).
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&9 Config | Arduino 1.6.12

File Edit Sketch Tools Help

Config §

byte mac[] = {0xDE, 0xAD, OxBE,

char server[]

appEey[]
thingName [] = "IoTRD";

char
char

char serviceName[]

0xEF, O0xFE, O0xED};

"thingworx-academic-staff.ptemscloud. com™;
"eaaebcce-5331-41a0-9273-211d£11d9c97";

"IoTRDUpdateThingf';

Fig. 11. Initial configuration of the microcontroller.

Fig. 12. Thing update property algorithm.

For the IoT platform the initial design will inclada

single thing and a service. Every time when a new

request is received, if the request is for a nengtlor for
a new property, the service will create the reqLiobject
(Fig. 12).

The main difficult is to map all the things and
properties that are automatically created to reaildv
devices, by using this approach is easier to irclud
machines on the 10T monitoring platform, the diflic
task is to build monitoring dashboards.

4. COCLUSIONS

An loT platform is a good alternative to the claak
monitoring devices as it usually includes a lot of
predefined functions that can be used to autorastest

By using loT platforms several computational
algorithms can be implemented to predict mainteaanc
operations and to eliminate failures.

Working with 10T platforms, big data can also
facilitate developing of machine learning technidoe
predictive maintenance.

From a programmer point of view, this procedure is
difficult but from an engineering point of view saves
time as the equipment can be installed with ease.

5. FURTHER RESEARCH

The next step in developing this loT ready devie i
to include more optional modules that can be used t
connect devices that are using other communications
protocols and standards.
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